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Phishing
What is

Phishing is a type of social engineering 
where an attacker sends a fraudulent 
message designed to trick a human victim. 
In the case of ransomware, the messages 
are engineered to encourage an employee 
from your workforce to deploy malicious 
software on their company’s infrastructure.  

Phishing attacks have become increasingly 
sophisticated and often transparently 
mirror the site being targeted, allowing the 
attacker to observe everything while the 

victim is navigating the site, and cross any 
further security boundaries with the victim 
until they are able to take over the entire 
device or network. 
 
As of 2020, phishing is by far the most 
common attack performed by cyber-
criminals across the world, with the over 
twice as many incidents of phishing being 
recorded each year than any other type of 
computer crime.  

Phishing Email Attacks
Is Your Organisation Ready For The Impact Of

Last year, over 25,000 phishing scams were 
reported across Australia. And many of 
those reports came from - you guessed it - 
businesses.  

Unsurprisingly, large organisations are the 
most-targeted entities by cyber criminals. 
Why? Because they house sensitive data 
on a vast scale, and have the ability to 
make substantial extortion payments, too.  

With decades of experience protecting 
Australian businesses from cyber attacks, 
the Intalock team have developed strong 
processes and techniques to help keep 
your organisation’s data safe. So, before we 
start embarrassing ourselves with fishing 
puns, our experts discuss how to respond 
to, educate, and protect your organisation 
from phishing scams. 



Phishing
Types of

One of the reasons for phishing’s overwhelming popularity with cyber criminals, is that 
phishing scams can take many forms. Not only does this make it harder for users to 
spot them, but it also means hackers can gain access to business systems via multiple 
avenues. 

Here are some of the most common types of phishing we see here at Intalock: 

Email Phishing

Cloning

Whaling

Anglering

Spearing

Advance-Fee ScamSmishing

Vishing

Phishing

Fraudulent emails sent to trick people to click links that install 
malicious software or social engineering



This is the oldest and the most common 
type of phishing attack. The attacker 
registers a fake domain that mimics a 
genuine organisation and sends out 
thousands of generic requests. The 
fake domain often involves character 
substitution, like using ‘r’ and ‘n’ next to 
each other to create ‘rn’ instead of ‘m’. 

To avoid these types of attacks, our security 
experts stress that employee education 
is key. Make sure your teams always verify 
the senders of emails they receive before 
taking an action. This is by far the most 
effective way to avoid falling victim to a 
phishing scam.  

Email Phishing

Targeted to a specific person within your 
organisation, criminals who do this will 
already have some or all of the following 
information about the victim, or, in other 
words, one of your employees:  

Email Phishing - Spear Phishing

 ¬ Their name;  

 ¬ Place of employment;  

 ¬ Job title;  

 ¬ Email address; and maybe  

 ¬ Specific information about their job role. 

Because the attacker already possesses 
so much information about their intended 
victim, they are able to tailor their attack, 
making the chances of success much 
higher. 

Whaling attacks are even more targeted 
than spear phishing scams, often taking 
aim at senior executives.  

These scams often create a strong sense 
of urgency, involve bogus tax returns, 
and are an increasingly common variety 
of phishing because of their success rates. 

Tax forms are highly valued by criminals as 
they contain a host of useful information: 
names, addresses, Tax File numbers 
and bank account information. Basically, 
everything they need to get a huge payday 
at the expense of your business. 
Before responding to spear phishing and 
whaling attacks, it is important to make 
your teams aware that they should verify 
the legitimacy of the sender before 
taking action. This is the most 
effective way of preventing a scam from 
penetrating your business’ defences. 

Email Phishing - Whaling

An advance-fee scam is a form of fraud 
and one of the most common types of 
confidence tricks. These scams typically 
involve promising the victim a significant 
share of a large sum of money, in return 
for a small up-front payment, which the 
fraudster claims will be used to obtain the 
large sum.

Remember, in cases like this, if it sounds 
too good to be true, it probably is.  

Advance-Fee Scam



A clone phishing attack uses a legitimate 
or previously sent email that contains 
attachments or links to dupe its victims.  

The clone is a near copy to the original 
where the attachments or links are 
replaced with malware or a virus that can 
then infiltrate your company’s systems. 

The Intalock team warns that these 
types of phishing scams can be the 
hardest to spot. So, before taking action, 
it is important your team members ask 
themselves: Does the sender’s email 
address look legitimate? Does the logo and 
branding look authentic? Are there spelling 
and grammar errors in this message? 
Chances are, at least one or all of these 
errors can be found in a phishing email, 
which is a stark warning that the sender is 
a malicious one.  

Clone Phishing

Angler phishing is a relatively new attack 
vector. While social media can be used 
by businesses to connect with their 
customers, it also offers a number of ways 
for criminals to trick people within your 
organisation.  

Fake URLs; cloned websites, posts, and 
tweets; and instant messaging can all 
be used to persuade people to divulge 
sensitive information or download 
malware. 

Angler Phishing

Smishing is the use of fraudulent text 
messages, whereas vishing is the use of 
phone calls.  

Vishing and smishing usually come in the 
guise of an attempt to sell a product, verify 
the victim’s identity, or an awareness call 
that leads to information gathering. 
 
A common vishing scam involves a 
criminal posing as a fraud investigator 
(either from the card company or the bank) 
telling the victim that their account has 
been breached. 

Our security experts recommend 
reminding your staff that banks and other 
reputable businesses will never ask you 
to disclose your account details via text 
message or on the phone. If you receive 
a call asking for this information, hang 
up immediately and contact the bank or 
business directly to confirm if the call was 
in fact placed by them.  

Smishing and Vishing



Phishing scams
The impact of

Loss of access
to services

Loss of income Reputational
damage

We’ve said it before, and we’re 99% sure we’ll say it again. Phishing scams can have a 
devastating impact on businesses of all sizes. No organisation is immune from an attack. 
In fact, businesses are at the top of the cyber crime hit list, with cyber criminals going to 
great lengths to gain access to their valuable systems. 

The effects of phishing attacks can vary from business to business depending on the 
type and scale of the attack, but many businesses will suffer from: 



It is no secret that today, data privacy is 
a big deal. In the wake of the Cambridge 
Analytica scandal, people across the globe 
are becoming more discerning about who 
they give their data to - and even more so 
about how it is used.  

This increased sensitivity to data usage 
means businesses have to be more careful 
than ever on how they use and protect 
the data they store. And a data leak at the 
hands of cyber criminals can spell a huge 
PR disaster for any company. 

For this reason alone, taking steps to 
mitigate the risk of cyber attacks, and 
responding effectively if they do happen, 
should be at the top of every IT team’s 
priority list. Outsourcing to Intalock will 
ensure your organisation follows data 
storage best practice, and has the most 
effective cyber security measures in place 
in case of an attack.   

Reputational damage

Perhaps the most obvious implication of a 
phishing scam is loss of income. Not only 
is there the risk of immediate financial loss 
during the scam, but if the scammers gain 
access to your data, this could cause your 
operations to shut down for hours, days or 
weeks.  

To mitigate the effects of this risk, it is vital 
that organisations respond quickly and 
efficiently to cyber criminals, following the 
advice of cyber security experts, such as 
Intalock, along the way.  

Loss of income

If your entire network has fallen victim to 
hackers, chances are your operations will 
come grinding to a halt. And that means 
your business’ services will halt right along 
with it. Do we need to say “ouch”? 

Loss of access to services could cause 
some customers to complain, or worse, 
turn to your competitors. And losing 
customers is something every organisation 
wants to avoid.  
 
To reduce the effects of this, your IT team 
should ensure they plan ahead for worst-
case-scenarios. Partnering with a trusted 
cyber security provider, such as Intalock, 
can be an important first step in creating 
an effective strategy for dealing with 
phishing scams. 

Loss of access to services



Common baiting techniques to watch out for are: 

Baiting Techniques
Common

We’re willing to bet that nobody in your organisation browses the internet clicking on 
suspicious links and opening questionable emails. And if they do, it may be time to sit 
them down for a chat. 

Cyber criminals are able to gain access to business systems using baiting techniques. 
These are the tricks they use to lure victims into taking action and giving them access to 
your hard-earned money and/or data. 

Looking out for signs of phishing can seem impossible during the busy working day. 
However, following quick and easy steps before taking action can mean the difference 
between falling victim to a huge phishing attack.  

Notifications from a help desk or system administrator

Before clicking, look for telltale signs that the notifications are illegitimate. For 
example, do they appear off-brand, are there spelling mistakes, and does the 
action they are asking you to perform seem suspicious. 

Adverts for discounts, coupons and vouchers

Before taking action, does the advert look legitimate? Does it take you to a trusted 
site? If not, leave immediately

Email attachments labeled “invoice” or “shipping order”

Always verify the legitimacy of the sender before taking action. 

Fake accounts on a social media site

Do you trust this account? How many followers and reviews do they have? Are 
their followers genuine accounts or bots?

Notification from what appears to be a credit card company on 
unauthorised transactions

Again, is the sender legitimate?



Refuse to bait! 
Awareness is essential. 

Before you click, it is important that every person in your organisation looks out for 
common baiting tactics. To do this, they should: 

But, thankfully, educating your teams isn’t the only step you can take to prevent 
phishing scams from being a success. Installing and maintaining antivirus software, 
using email filters, and being cautious of where your Personal Identifying Information 
is used, can all reduce the effectiveness of phishing scams against your business. Even 
better? They can even stop some of these scams from reaching your people entirely. So, 
IT teams across Australia can breathe a sigh of relief. We know we will!

However, it is important to note that although these actions are vital for any organisation, 
malicious emails can and will still get through regularly. When that happens, the only 
thing preventing your organisation from a breach is your employees’ ability to detect 
their fraudulent nature and respond appropriately. 

In the event a cyber criminal does breach your organisation’s defences, it is important 
you are prepared to handle the situation immediately and effectively. At Intalock, our 
qualified experts can guide you through this process to ensure a more favourable 
outcome for your organisation.  

Verify the sender’s email 
address  

Verify with the 
organisation in question of 
any communications put 

forward  

If it’s too good to be true, 
treat it as such!  



For more information about our bespoke and affordable cyber 
security services, speak to a member of our team.  

  intalock.com.au/contact  
  1800 996 613

  contact@intalock.com.au
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According to research, cyber crime costs amount to over $29 billion every year in 
Australia alone*. That’s why having an experienced security partner has never been so 
important when responding to a cyber attack.  

Enter, Intalock. Intalock’s Advanced Threat Response Unit are more than regular security 
specialists. Their experience covers employing both offensive and defensive security 
tactics honed over a decade supporting a diverse range of clients, in government and 
private entities, both large and small.  

We have the experience to help your organisation recover quickly after a cyber attack. It’s 
what we do.  

With the possibility of a breach likely even if you’ve implemented security measures, it’s 
critical you can access a trusted IR partner familiar with your threat landscape. That’s 
where Intalock’s Incident Response team comes in.  

From reviewing your current security measures, conducting exercises that simulate 
possible threats in your environment to assigning an experienced forensic investigation 
lead, we’ve got you covered.  

At Intalock, we’re passionate about protecting Australian businesses from online threats. 
Our solutions can be tailored to suit your business’ needs, so you only pay for the 
protection and support you actually need. And none of that extra fancy stuff you’ll never 
use. 

Minimise your financial loss following a cyber attack

Phishing scams with Intalock
 Recover from 
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