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Ransomware Attacks
Is Your Organisation Ready For The Impact Of

Each year, over half of Australian 
businesses are disrupted by cyber attacks*. 
Unfortunately for organisations across the 
country, that number keeps on rising as 
the threat landscape constantly evolves.  

Many organisations incorrectly believe they 
won’t fall victim to a cyber attack, however, 
the statistics indicate a miscalculation of 
that risk. When it comes to cyber crime, 
it is a question of when an attack will 
happen, not if. 

Ransomware is one of the most common 
cyber attack vectors, impacting thousands 
of global businesses each year.  The rate 
of ransomware attacks in Australia is 
concerningly above the global average 

with over two-thirds of Australian 
organisations suffering from an attack 
in the last 12 months*.  The impacts of 
cyber crime can be devastating for many 
businesses, from huge financial and 
reputational losses, to permanent closure. 
And those are outcomes we want every 
organisation to avoid. 

At Intalock, we believe in empowering 
Aussie businesses with the tech they need 
to thrive. Effective cyber security measures 
are at the very heart of that. In this blog, 
our team of experts discuss how to protect 
your organisation from malware, and 
most importantly, how to respond if your 
organisation is hit by a ransomware attack.  



Ransomware deployed?

Ransomware

How is

What is

One of the reasons ransomware attacks are so common are because of their 
effectiveness. At Intalock, our experience means we have seen the many vulnerabilities 
that can exist within corporate networks and IT environments. However, humans remain 
the largest security threat to many companies. And unfortunately, cyber attackers are all 
too aware of this.  

In order to gain entry to your systems, cyber criminals are becoming more and more 
sophisticated. Often, they will attempt to infect devices via various techniques:  

Phishing Drive-by 
downloading

Fake file updates Shared files

Most Common Deployment Types

Ransomware

Malicious software that encrypts systems and data, the tool 
of choice by cyber criminals 

Ransomware is a type of malicious 
software (malware) designed to block 
access to your computer system. In most 
cases, the malware first gains access to 
your device and, depending on the type 
of ransomware, either encrypts the entire 
operating system or individual files. Either 
way, a ransomware attack is bad news for 
your organisation.  

As the name suggests, cyber criminals 

are then able to hold your organisation’s 
computer system hostage, until a ransom 
is paid. The cost of a data breach has 
increased to AU $3.35 million per breach, 
increasing by 9.8% from last year*.

Sadly, that’s a price very few organisations 
can afford to pay, making effective cyber 
security measures a vital component for 
every organisation around the globe.  



Phishing is a type of social engineering 
where an attacker sends a fraudulent 
message designed to trick a human victim. 
In the case of ransomware, the messages 
are engineered to encourage the victim 
to deploy malicious software on their 
company’s infrastructure.  

At Intalock, we see every day how phishing 
attacks have become increasingly 
sophisticated. Often, the cyber criminal 
can transparently mirror the site being 
targeted, allowing the attacker to observe 
everything while the victim is navigating 
the site, and cross any further security 
boundaries with the victim until they 
are able to take over the entire device or 
network. 

Before taking action when you receive an 
email, Intalock’s team of cyber security 
experts advise your team members to ask 
themselves: 

Phishing

 ¬ Does the sender’s email address look 

legitimate? 

 ¬ Does the logo and branding look 

authentic? 

 ¬ Are there spelling and grammar errors 

in this message? 

Chances are, at least one or all of these 
errors can be found in a phishing email, 
which is a stark warning that the sender is 
a malicious one.  

In such a case, ensure your team knows to 
report the email and block the sender.  

In this type of attack, a human victim is 
encouraged to update a file they trust on 
their device, without realising the update is 
fraudulent and contains ransomware.  

Drive-by downloading is when a user 
unknowingly visits an infected website, 
and ransomware is then downloaded and 
installed without the users’ knowledge.  

We recommend that people within your 
organisation ensure they only visit websites 
they know and trust, to avoid ransomware 
from gaining entry via these avenues. 
Placing restrictions on certain teams 
and their search capabilities can prevent 
attackers gaining entry to systems via 
infected websites. 

Fake file updates

Drive-by downloading

Cyber criminals will share files and links via 
email, masquerading as a trusted sender. 
The fraudulent emails encourage victims 
to open the link or file in order to infect the 
devices with ransomware. 
 
Attacks like this are perhaps some of the 
easiest to avoid, so long as your team 
is vigilant about authenticating the 
legitimacy of the emails they receive before 
opening potentially malicious attachments. 
 
While spam filters can do a lot of the hard 
work for us, malicious emails still make 
their way into our inboxes. 

Shared files



Damage your business.

Impact To Your Business

How can the impact of ransomware

The Threat Is Real

Intalock has seen first hand the damage caused by ransomware when our team has 
responded to incidents targeting enterprises. Ransomware can have a devastating  
impact on your organisation’s finances and business continuity. No organisation is 
immune from an attack. In fact, businesses are at the top of the cyber crime menu, with 
cyber criminals going to great lengths to gain access to their valuable systems. 

The effects of ransomware can vary from business to business, but many will suffer from: 

If your entire network is being held ransom, 
chances are you won’t be able to do, well… 
anything. Never mind deliver your services 
and/or products to your customers.  

Loss of access to services could cause 

Loss of access to services 

some customers to complain, or worse, 
turn to your competitors.  

To reduce the effects of this, your IT team 
should ensure they plan ahead for worst-
case-scenarios. Partnering with a trusted 
cyber security provider, such as Intalock, 
can be an important first step in creating 
an effective strategy for dealing with 
ransomware attacks. 



Perhaps the most obvious implication of a 
ransomware attack is loss of income. Not 
only will your organisation be forced to pay 
a potentially hefty ransom, but it will also 
lose income while its operations are shut 
down, and data held hostage.  

To mitigate the effects of this risk, it is vital 
that organisations respond quickly and 
efficiently to cyber criminals, following the 
advice of cyber security experts, such as 
Intalock, along the way.  

Loss of income

Once a cyber criminal has access to your 
systems, there is no telling what they 
could do. Most likely though, they will head 
straight for your data. 

Today, personal identifying information 
such as names, emails and credit card 
details can mean big money for cyber 
criminals. If they can’t get their money 
directly from you, chances are they will sell 
your data to a third party. Now that is a 
huge data breach very few businesses can 
recover from!  

With decades of experience working in 
cyber security, our specialists are able to 
advise and assist organisations who have 
lost data in a ransomware attack. Not only 
can we help mitigate the financial and 
reputational damage, we will work tirelessly 
to recover as much of your data as possible.  

Loss of data

It is no secret that today, we value our 
data privacy more than ever. So when a 
data breach happens, it can be big news. 
We’ve all heard the stories in the news, 
from Vistaprint, to Adobe and even Google 
- thousands of Australians have had their 
data stolen at the hands of cyber crime 
over the years. And unsurprisingly, they’re 
not very happy when it happens. 

These sorts of blunders can cause huge 
reputational damage for organisations 
around the world, which can often lead to 
lack of consumer trust, and your customers 
swiftly switching to your competitors. 

While a cyber attack can seem almost 
inevitable for a business, taking steps 
to mitigate risk and respond effectively 
should be at the top of every IT team’s 
priority list. Although, this is often easier 
said than done. 
 
Many organisations today lack the 
expertise and resources to develop a 
robust and effective response to cyber 
crime. Which is understandable, there are 
a lot of threats out there! Outsourcing to 
Intalock will not only relieve that burden, 
but it could also mean the difference 
between business as usual and huge 
financial and reputational damage.  

Reputational damage



Malicious events?
Are you prepared for

If your organisation is the victim of an infiltration, the bad actor will let you know at 
some point, however, by then, it may be too late. The average time hackers have been 
in a network is 11 days* before being detected. However, in most cases, your PC or 
web browser will be locked with a message on how to pay the ransom the hacker is 
demanding. 
 
It is important not to panic should you find yourself in a situation like this. Our advice is 
to always seek the guidance from a trusted cyber security partner, such as Intalock, and 
follow their incident response advice.  
 
While it is essential for your organisation to respond quickly to a cyber attack, a wrong 
move could make the situation much worse, very quickly. That’s an outcome our team of 
cyber security experts can help you avoid.  

In today’s digital, remote and distributed workforce, cyber attacks are fast becoming the 
norm, not the exception. 

In 2021, ransomware damage costs are predicted to grow over 57x what they were in 
2015. Now that’s a statistic that will make for uncomfortable decisions with the executive 
board. 

How prepared are you when a malicious event occurs? 

If you are like most organisations, it is likely that your IT resources are stretched. This 
often means you’re unable to take swift and decisive action when you experience a 
serious compromise of your security information.  

To combat this, many organisations across the country choose to outsource their 
services to cyber security specialists, such as Intalock. Our experts use their years of 
experience and specialist knowledge to devise the best response to a cyber attack. First 
they will use triage to understand the type and severity of the attack. An evaluation 
will then be made to understand the seriousness, priorities and potential impact of the 
event, before being escalated to the relevant pre-determined stakeholders. A critical or 
high severity incident will likely have to go all the way to the board, while low priority 
incidents can likely be handled by your IT team alone.  

Spot the signs.
Have you been infected with Ransomware?



Incident Response Service checklist 
Ransomware

The cyber security Incident Response Service (IR) from Intalock is fully equipped to 
help you overcome a malicious event through our qualified and experienced Incident 
Responders.  

Our team can work with you to develop your defensive strategy – one that prepares you 
to overcome a serious breach and mitigate any fall-out on the integrity of your business. 

Intalock has built an organisation to help protect organiastions with Cyber Security 
solutions Incident Response services.  Our team partners with you to develop your 
defensive strategy – one that prepares you to overcome a serious breach and mitigate 
any fall-out on the integrity of your business. 

Expert Ransomware Detection, Eradication, Recovery Advice & 
Support 

 ¬ Forensic acquisition that can require physical access to the network and 
endpoint (including disk image and memory)

 ¬ Forensic analysis to determine the cause and extent of the breach, 
including point of entry, data exfiltration and lateral movement

 ¬ Static and run-time malware analysis to determine threat, risk and 
attribution

 ¬ Deployment of security agents to endpoints for telemetry

 ¬ Ransome payment advice and support

 ¬ Technical incident reporting including documenting threat tactic, 
techniques and procedures (TTPs) 

 ¬ Data breach reporting for legal and insurance purposes

 ¬ Daily Security News email from Intalock Managed Services 
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For more information about our bespoke and affordable cyber 
security services, speak to a member of our team.  

  intalock.com.au/contact  
  1800 996 613

  contact@intalock.com.au

Safeguard your business from cyber crime. 
Protection is better than a cure.

To protect your business from cyber attacks, it is important to choose an experienced 
and trusted cyber security partner with a global security operations centre. You can find 
all of this at Intalock. We offer a wide range of cyber security solutions, including expert-
level cyber security services and incident response. 
 
With our Enterprise grade cyber security services, we have partnered with leading 
Australian organisations and household names. With services ranging from security 
assessments to audits and design, we offer 24×7 managed security delivered out of 
multiple Security Operations Centres (SOCs).  

Our team of dedicated security engineers and SOC analysts will take care of everything 
for you, from advisory and technical services to managed response – we’ve got it 
covered. Literally. 

Intalock Incident Response  
Mitigate the impact of cyber attacks with

In huge organisations, the sheer size of your workforce and computer network can leave 
ample opportunity for cyber attackers to breach your cyber security measures. It only 
takes one person in your thousands of staff to open a phishing email, and you could 
have a serious security breach on your hands.  

At Intalock, we understand this. And our team has decades of experience in responding 
to incidents just like it.  

With the possibility of a breach likely even if you’ve implemented security measures, it’s 
critical you can access a trusted IR partner familiar with your threat landscape. 

This is where the Intalock Incident Response Service can assist. From reviewing your 
current security measures, conducting exercises that simulate possible threats in your 
environment to assigning an experienced forensic investigation lead, we’ve got you 
covered. For more information, read about the Incident Response Service.

https://www.intalock.com.au/contact/?utm_source=collateral&utm_medium=brochure&utm_campaign=
https://www.intalock.com.au/intalocks-incident-response-service-better-prepare-your-defences-with-specialised-ir-experts-at-your-call/?utm_source=collateral&utm_medium=brochure&utm_campaign= 

