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3 Most Common Cyber Attacks
Is Your Organisation Ready For The

Over 62% of Australian businesses have 
encountered a cyber security incident. And 
this number continues to rise. 

The majority of cyber security attacks are 
initiated through compromised end user 
systems such as laptops and mobiles. 
And with more and more workforces 
working remotely, it’s vital to ensure your 
organisation is protected. 

Cyber criminals are able to gain access to 
critical servers and data through various 
methods. And it may be surprising to hear 
that businesses like yours are at the top of 
the hit list. 

At Intalock, we believe that education 
is one of the best forms of cyber crime 
defence. Our experts discuss three of 
the most common cyber attacks facing 
Australian businesses today, and how your 
organisation can mitigate its risk against 
them. 

Phishing Malicious CodeRansomware

3 Most Common Cyber Attacks we see at Intalock

The Threat is Real

62% of Australian businesses 
have encountered a cyber 

security incident. 



If you've ever seen an alert pop up on your screen, or if you've mistakenly clicked a 
malicious email attachment, then you've had a close call with malware. The tool of 
choice for many attackers is to use malware to gain a foothold in users' computers — 
and, consequently, the offices they work in — because it can be so effective. 

Ransomware is a type of malicious software (malware) designed to block access to your 
computer system. In most cases, the malware first gains access to your device and, 
depending on the type of ransomware, either encrypts the entire operating system or 
individual files.  

Ransomware

Ransomware

Malicious software that encrypts systems and data, the tool 
of choice by cyber criminals

Once malware is in your computer, it 
can wreak havoc. From taking over your 
machine or your corporate network and 
IT environment entirely, to monitoring 
your actions and keystrokes, malicious 
ransomware can do a lot more than just 
cost your business a lot of money!  

Ransomware can lead to devastating 
consequences for organisation, including 
reputational damage, loss of income, 
expensive downtime and loss of data. In 
fact, in the 12-month period to November 
2020, over two thirds of Australian 
organisations surveyed had suffered a 

The impact of ransomware ransomware attack. Of those that had 
been attacked, one third (44 Australian 
organisations) had paid the ransom*. That’s 
a worrying statistic. 

The increase in ransomware attacks 
globally over the past six months has been 
well documented. And sadly, according to 
our experience, ransom amounts keep on 
growing with them.  

Over 66% of Australian 
organisations had suffered a 

ransomware attack.



Many organisations believe that their 
cyber security measures are enough to 
protect them from attackers. However, 
even IT experts aren’t immune from the 
increasingly sophisticated attacks from 
cyber criminals.  

Most recently, hackers infiltrated the global 
IT-management and security company 
Kaseya. 
 

Not only did this have a devastating impact 
on Kaseya’s finances and reputation, it 
also left over 1500 companies around the 
world, including at least 5 IT companies in 
Australia, without access to their services.  

By working with a trusted cyber security 
partner, such as Intalock, you can mitigate 
the impact that a security breach can 
have on your organisation. By employing 
an effective and coordinated incident 
response strategy, your organisation can 
dramatically reduce its financial and 
reputational losses.  

The real-life effects of 
ransomware

Attackers will use a variety of methods 
to get ransomware into your corporate 
network, but it often requires the user to 
take an action to install the malware. This 

In our experience, many organisations 
across the country mistakenly believe they 
will not fall victim to an attempted cyber 
attack. Unfortunately, when it comes to 
cyber crime, it is a matter of when not if.  

That’s why taking steps to mitigate risk and 
respond effectively should be at the top of 
every IT team’s priority list.  
 
Any ransomware activity that isn’t correctly 
contained and handled can, and often 
will, become a much bigger problem that 
can ultimately lead to a data breach, large 
expense, or a complete system collapse. Or 
even worse, all three! 

At Intalock, that’s something we can help 
you avoid. Our team of experts understand 
that responding to an incident quickly 
can help an organisation minimise loss, 
mitigate exploited vulnerabilities, restore 
services and processes and reduce the 
risks that future incidents pose. 

For more information about ransomware 
and its potential impact on your business, 
read Ransomware Damage To Your 
Business 

How does ransomware gain 
access to your network?

Are you ransomware ready?

can include clicking a link to download a 
file, or opening an attachment that may 
look harmless, but actually has a malware 
installer hidden within it. 

 That’s why, at Intalock, we understand that 
human error is often the biggest cyber 
security risk to most organisations. Cyber 
attacks are becoming increasingly more 
sophisticated, which can make malware 
and ransomware difficult for even the 
most discerning PC users to spot. 

In a recent successful attack, 
hackers encrypted data and 

demanded ransom of US$70m.

https://www.intalock.com.au/ransomware_damage_to_your_business/?utm_source=collateral&utm_medium=brochure&utm_campaign=
https://www.intalock.com.au/ransomware_damage_to_your_business/?utm_source=collateral&utm_medium=brochure&utm_campaign=


Phishing emails, texts and calls can 
reach millions of users directly, and hide 
amongst the huge number of benign 
communications busy users receive every 
single day.  

Attacks can install malware (such as 
ransomware), sabotage systems, or steal 
intellectual property and money. Phishing 
emails can hit an organisation of any size 
and type. And unfortunately, they can lead 
to devastating results, such as reputational 
damage, loss of service, downtime and 
eye-watering costs.  
 
Recent studies have shown that cyber 
security attacks often have a debilitating 
effect on companies’ stock prices, causing 
an average permanent decline of 1.8% 
percent in cases of severe breaches*.  

The impact of phishing scams In fact, in an analysis of 65 companies 
affected by hacks since 2013, it was found 
that breaches have wiped as much as 15% 
of companies’ valuations, with financial 
firms being the worst affected*.  

To mitigate the effects of this risk, it is vital 
that organisations respond quickly and 
efficiently to cyber criminals, following the 
advice of cyber security experts, such as 
Intalock, along the way.  

Phishing

Fraudulent emails sent to trick people to click links that run 
malicious code or collect credentials.

Breaches have wiped as 
much as 15% of companies’ 

valuations

Of course, very few of us browse the internet opening random attachments and clicking 
on links contained in suspicious emails. At least, we hope you don’t! For us to let cyber 
attackers in, they have to offer us a compelling reason to do so. 

Unfortunately, attackers are fully aware of this, which is why they often turn to phishing 
tactics. Since they rely on human curiosity and impulses, phishing attacks can be 
difficult to prevent.  

Phishing



In a phishing attack, an attacker may send 
you an email, text or call that appears to 
be from someone you trust, such as your 
bank or a company you frequently shop 
with. In an effective phishing scam, the 
email will seem legitimate, and it will likely 
have some urgency to it, for example, they 
may inform you that suspicious activity has 
been detected on your account.

For businesses, phishing emails have the 
potential to be the most threatening, as 
they will likely include an attachment to 
open or link to click. These are malicious, 
and allow malware to be installed on the 
device, giving cyber attackers access to 
your organisation’s data and network. 

How does phishing work? Awareness is key. Don’t fall victim 
to phishing

At Intalock, we believe that in order to 
best combat phishing attempts, your 
staff must first understand that verifying 
email senders and attachments / links 
is essential. Before they click, your team 
should ensure they are constantly on the 
lookout for common baiting tactics and 
techniques.  

Organisations can mitigate the risk of 
phishing with technological means, 
such as spam filters, but these have 
consistently proven to be unreliable. 
Malicious emails will still get through 
regularly, and when that happens, the 
only thing preventing your organisation 
from a breach is your employees’ ability to 
detect their fraudulent nature and respond 
appropriately. 



Structured Query Language (SQL) 
is a programming language used to 
communicate with databases. Many of the 
servers that store critical data for websites 
and services use SQL to manage the data 
in their databases.  

A SQL injection attack specifically targets 
this kind of server, using malicious code 
to get the server to divulge information 
it normally wouldn’t. This is especially 
problematic if the server stores private 
customer information from the business’ 
website, such as credit card numbers, 
usernames and passwords, or other 
personally identifiable information. These 
are tempting and lucrative targets for an 
attacker, which is why many attacks of this 
kind are made against businesses. 

A SQL injection attack works by exploiting 
any one of the known SQL vulnerabilities 
that allow the SQL server to run malicious 
code. For example, if a SQL server is 

SQL Injection vulnerable to an injection attack, it may be 
possible for an attacker to go to a website's 
search box and type in code that would 
force the site's SQL server to dump all of its 
stored usernames and passwords for the 
site.  

A brute force attack uses trial-and-error to 
guess login info, encryption keys, or find a 
hidden web page. Hackers work through 
all possible combinations hoping to guess 
correctly.  

As the name suggests, these attacks are 
done using “brute force”. This means they 
use excessive and forceful attempts to gain 
entry into private accounts. 

This is an old attack method, but is still 
prevalent because of its effectiveness and 
popularity with hackers. Depending on 
the length and complexity of a password, 
cracking it can take anywhere from 
seconds to years.  

Brute Forcing

Malicious Code
Malicious code is unwanted files or programs that can cause harm to a computer, or 
compromise data stored on a computer. Malicious code can include viruses, worms and 
trojan horses. 

Malicious code can access your devices in several ways, the most common being: 

Malicious Code

Computer programs and viruses with the purpose to gain 
access to systems & data



Once malicious code is on a device, it can 
cause huge issues for businesses of any 
size. Malicious code can cause crashing, 
continuous error messages, or prevent 
the computer from shutting down or 
restarting by keeping certain processes 
active. 

This can cause huge disruption to many 
organisations by preventing services 
from being delivered, causing downtime, 
inciting data breaches and wreaking 
reputational damage.  
 
By the end of 2021, it is predicted that 
cyber crime damage will cost over 
$6 trillion annually*. To ensure your 
organisation doesn’t have to contribute a 
huge sum towards that overall cost, you 
need to respond quickly and effectively to 
cyber criminals, whilst following the advice 
of a trusted cyber security provider, such as 
Intalock.  

What do you do when your device or 
system has been compromised by 
malicious code? A quick and effective 
incident response is essential to the long-
term recovery of your business.  

At Intalock, we know that incident 
response enables an organisation to 
be prepared for both the known and 
the unknown, but is the most reliable 
method for identifying a security incident 
immediately when it occurs.  

Our experts can help you establish a series 
of best practices to stop an intrusion before 
it causes irreparable or costly damage.  

What is the impact of malicious 
code?

How to mitigate the effects of 
malicious code

The Threat is Real

Cyber crime damage will cost 
over $6 trillion annually*



Safeguard your business from cyber crime. 

Intalock Incident Response  

Protection is better than a cure.

Mitigate the impact of cyber attacks with

To protect your business from cyber attacks, it is important to choose an experienced 
and trusted cyber security partner with a global security operations centre. You can find 
all of this at Intalock. We offer a wide range of cyber security solutions, including expert-
level cyber security services and incident response. 
 
With our Enterprise grade cyber security services, we have partnered with leading 
Australian organisations and household names. With services ranging from security 
assessments to audits and design, we offer 24×7 managed security delivered out of 
multiple Security Operations Centres (SOCs).  

Our team of dedicated security engineers and SOC analysts will take care of everything 
for you, from advisory and technical services to managed response – we’ve got it 
covered. Literally. 

In huge organisations, the sheer size of your workforce and computer network can leave 
ample opportunity for cyber attackers to breach your cyber security measures. It only 
takes one person in your thousands of staff to open a phishing email, and you could 
have a serious security breach on your hands.  

At Intalock, we understand this. And our team has decades of experience in responding 
to incidents just like it.  

With the possibility of a breach likely even if you’ve implemented security measures, it’s 
critical you can access a trusted IR partner familiar with your threat landscape. 

This is where the Intalock Incident Response Service can assist. From reviewing your 
current security measures, conducting exercises that simulate possible threats in your 
environment to assigning an experienced forensic investigation lead, we’ve got you 
covered. For more information, read about the Incident Response Service.

To learn how to protect your organisation with the Intalock 
Incident Response Service, contact the Intalock team today.

  intalock.com.au/contact  
  1800 996 613

  contact@intalock.com.au

https://www.intalock.com.au/intalocks-incident-response-service-better-prepare-your-defences-with-specialised-ir-experts-at-your-call/?utm_source=collateral&utm_medium=brochure&utm_campaign= 
https://www.intalock.com.au/contact/?utm_source=collateral&utm_medium=brochure&utm_campaign=
mailto:contact%40intalock.com.au?subject=

