MANAGED SERVICES

Be Prepare To Rapidly Respond To Security Breaches &
Minimise Business Impact

Incident Response Service

In today’s digital, remote and distributed
workforce, the chances of experiencing
cyber-attacks is becoming the norm, rather
than the exception.

Ensuring Business Stability
It is likely that your IT resources are
stretched and thus unable to take swift
and decisive action when you experience

Not if, But When
Cyber crime damage to cost $6
trillion annually by 20211
Ransomware damage costs are
predicted to grow more than 57X
from 2015 to 2021.
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a serious compromise of your security
information.
The cyber security Incident Response
Service (IR) from Intalock is fully equipped
to help you overcome a malicious event
through our qualified and experienced
Incident Responders.

Every 11 seconds a business will fall
victim to a ransomware attack by by

Better yet, our team works with you to
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develop your defensive strategy – one that
prepares you to overcome a serious breach

How prepared are you when a malicious
event occurs?

and mitigate any fall-out on the integrity of
your business.

intalock.com.au

An Incident Responder is Like A
Battlefield Commander

Specialised IR Experts At Your Call

Intalock’s Advanced Threat Response Unit

arrangement giving you priority access to a

are more than regular security specialists.

Cyber Incident Response Team (CIRT) and

Their experience covers employing both

forensic investigation lead via our exclusive

offensive and defensive security tactics

24x7 Emergency Hotline.

The IR Service is delivered via a 12 month

honed over a decade supporting a diverse
range of clients in government and private

Depending on your needs, you can choose

entities, large and small. So you can be

between three Incident Response monthly

confident that your business is in secure

offerings: Basic, Standard or Premium.

hands when a major breach occurs.

Better Prepare Your Defences

Minimise Financial Loss Of Cyber Attacks
With the possibility of a breach likely even
if you’ve implemented security measures,
it’s critical you can access a trusted IR
partner familiar with your threat landscape.
This is where the Intalock Incident
Response Service can assist. From
reviewing your current security measures,
conducting exercises that simulate possible
threats in your environment to assigning
an experienced forensic investigation lead,
we’ve got you covered.

The Painful Cost to Business
According to research, “in Australia
alone, cybercrime costs amount
to $29 billion every year. And “the
average cost incurred by a business
on a single breach is $276,323.”1

Expert Detection, Eradication, Recovery Advice & Support
Intalock’s Incident Response Service covers:
▶ Forensic acquisition that can require physical access to the network and endpoint
(including disk image and memory)
▶ Forensic analysis to determine the cause and extent of the breach, including point of
entry, data exfiltration and lateral movement
▶ Static and run-time malware analysis to determine threat, risk and attribution
▶ Deployment of security agents to endpoints for telemetry
▶ Ransome payment advice and support
▶ Technical incident reporting including documenting threat tactic, techniques and
procedures (TTPs)
▶ Data breach reporting for legal and insurance purposes
▶ Daily Security News email from Intalock Managed Services

About Intalock
For over 10 years, Intalock has specialised information security services with security
in our DNA. Our expertise in dealing with defensive tactics is supported by our
highly skilled and specialised Cyber Incident Response Team (CIRT), applying our
methodologies alongside international standards like the NIST framework and
leveraging the tools of our leading security global partners.
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To learn how to protect your organisation with emergency cyber security
incident response and IR managed services, contact the Intalock team today.
 intalock.com.au/contact
 1800 996 613

 contact@intalock.com.au

